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Tetra Defense Overview:

'Incident response informed' security to protect

from the most common and active threats

Why are we here?

Cyber threat landscape review, the resulting risk

management, insurance, and security challenges

SYTE MyCyber Platform:
* Cyber Hygiene Projects
* Vulnerability Scans

e Live Demo

Next Steps




INCIDENT
RESPONSE

Expert digital forensics to contain cyber
incidents, recover information, and
restore Clients’ operations quickly.

TETRA
THREAT INTELLIGENCE

Real-time insight from across thousands of
incident response cases and data points,
identifying vulnerabilities threat actors are
compromising today.

TETRA DEFENSE

OVERVIEW

CYBER DEFENSE
OPERATIONS

INCIDENT SYTE
RESPONSE PLATFORM

CYBER DEFENSE
OPERATIONS

Strategic risk consulting, and managed
security services, with the goal of reducing
the frequency and severity of a Clients’
cyber incidents, prioritized by Tetralive
insight.

SYTE
PLATFORM

Client's visibility into their Incident
Response case, their monitored cyber
environment, Tetra’s threat management &
mitigation, along with helpful assessment
and planning tools.



NEVERENDING GAME OF WHACK-A-MOLE

IT Teams get bogged down by countless alerts
and requests, forcing them to choose between
helping users or analyzing security alerts.

THREATS EVOLVE FASTER THAN REMEDIES
When attackers change course, organizations
struggle to identify vulnerabilities, patch
systems or reconfigure security tools before
crisis strikes.

FINDING CYBERSECURITY TALENT IS DIFFICULT
Building a full security team in-house is a
substantial investment of both time and
money that many organizations are unable to

pursue.






BEC, 20%
Fraud Investigation, 2%
/ Exchange Compromise, 2%

— Web Configuration, 1%
Other, 4%




TOP ROOT POINTS
OF COMPROMISE V=IN

(0)
Managed 19.28%

Service
Microsoft Exchange Servers (28.92%) and 14.46%

RDP (13.25%) are well-known vulnerabilities
in the security profession, but still made up
over 40% of Tetra’s Q3 attacks.

Managed Service Providers

was uncharacteristically high
at 14.46% due to cases from
REvil's attack on Kaseya in Microsoft

il Exchange Server

28.92%






SYTE MyCyber Overview

A tool to simply manage your progress

towards better cybersecurity

Cyber Hygiene Projects

Pre-built projects by security experts,
prioritized to achieve the greatest security
Impact and insurance risk, guiding

organizations above the cybersecurity poverty
line.

Built-in Scanning Services

Regular external vulnerability scans, layered
with proprietary Tetralive imminent threat
data, provide IT teams with framework to
identify and mitigate the most current and
active threats.

Help At The Ready

Need help maintaining your security? Access
to Tetra Defense's security team is a click away
through its vCISO and Essentials programs
(note: both programs require additional SoW and
contract)

SECURE / MULTI-FACTOR AUTHENTICATION
Multi-Factor Authentication

Education

What It Is: Why It's Important Tale From The Trenches: Services To Consider:

Two-Factor or Multi-Factor Authentication (MFA) is a security setting available on many everyday tools and programs. This security feature works upon login — when a user inputs a legitimate username

and password, a second barrier requires a response to access the account.

This barrier typically requires a user to input a code (either from SMS or generated from an app like Google Authenticator) respond to a prompt (like Duo or Microsoft Authenticator), or plug in a security

key. Authenticating any or all of these barriers helps ensure that the person trying to access the account is actually the person to which it belongs.

While effective, MFA can be cumbersome. The time it takes to retrieve a new device or remember an oddly specific answer sacrifices convenience, especially when websites and tools can “remember” an
account on a user’s behalf. Despite the inconvenience, we cannot stress the importance of this security setting enough. MFA effectively blocks access from threat actors that may have acquired account
credentials through malware, phishing, or other methods. If the malicious actors attempt to login using these credentials, but they cannot retrieve the code delivered via text message or app, they will not

be able to gain access to the system.

Task Manager

PROJECT LEADER EST. COMPLETION DATE
None ' None [

EST. COST STATUS

None / Not Completed
Research

MFA.1.001 Review ‘Services To Consider’ in Education section above.

MFA.1.002 /nvestiqate and identifv existina software services for available native MFA services and intearation options




Pre-built projects by security experts,
prioritized to achieve the greatest security
iImpact and reduce insurance risk guiding
organizations above  the  cybersecurity
poverty line.

. Tetra Top 10 Hygiene Projects —

, organizations can qualify for cyber
insurance and strengthen coverage options
with basic cyber hygiene success

. Project Management Toolset — step-by-step
phases and tasks,



Katherine's & Company

Recurring external vulnerability scans,
layered with proprietary Tetralive imminent
threat data, provide |T teams with a
framework to identify and mitigate the most
current and active threats.

allows you to add
various IP addresses and domains to gain greater
visibility into your vulnerabilities

reviews your
Attack Surface for over 50,000 Critical Vulnerability &
Exposures(CVEs).

reviews your attack surface against
we see
during our incident response cases.

. Imminent vulnerability results separate top threats to
, coupled with step-by-step
remediation tasks to



‘ What i1s MyCyber?

MyCyber is: MyCyber is not:

+ Atool for insurance carriers to rate your risk or
determine pricing and/or coverage terms.

« Atool for teachers, staff, administrators, students, or
parents to learn about cyber security or interact with
cyber initiatives.






SYTE — MyCyber

Account activation & logging in — Secure access ror
you and your tearm members

REGISTRATION EMAIL PASSWORD &
CONFIRMATION SECURITY
QUESTIONS

MULTI-FACTOR
AUTHENTICATION

Pick one of the options and follow
the prompts to set up

LAUNCH
ACCESS!






([ X J o
N EXT ST E pS Watch for Registration email from SET SEG

(including MyCyber access and Quick Reference
Guide) to be sent within 24 hours of today's

session.

Create your MyCyber account and
review the Quick Reference Guide if you

have any questions.

Dive into the platform; run your first scan,
identify imminent threats, expand your attack

surface, and familiarize yourself with the

hygiene projects.

Share feedback with SET SEG and Tetra!

mycyber@tetradefense.com



mailto:mycyber@tetradefense.com

