
SYTE MyCyber
Introduction



Why are we here?

Cyber threat landscape review, the resulting risk 

management, insurance, and security challenges

Tetra Defense Overview:

'Incident response informed' security to protect 

from the most common and active threats

SYTE MyCyber Platform:

• Cyber Hygiene Projects

• Vulnerability Scans

• Live Demo

Next Steps
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Expert digital forensics to contain cyber
incidents, recover information, and
restore Clients’ operations quickly.

INCIDENT
RESPONSE

Client’s visibility into their Incident
Response case, their monitored cyber
environment, Tetra’s threat management &
mitigation, along with helpful assessment
and planning tools.

SYTE
PLATFORM

Real-time insight from across thousands of
incident response cases and data points,
identifying vulnerabilities threat actors are
compromising today.

TETRALIVE
THREAT INTELLIGENCE

Strategic risk consulting, and managed
security services, with the goal of reducing
the frequency and severity of a Clients’
cyber incidents, prioritized by TetraLive
insight.

CYBER DEFENSE 
OPERATIONS

TETRA DEFENSE
O V E R V I E W

SYTE
PLATFORM

CYBER DEFENSE 
OPERATIONS

INCIDENT
RESPONSE



NEVERENDING GAME OF WHACK-A-MOLE

IT Teams get bogged down by countless alerts 
and requests, forcing them to choose between 
helping users or analyzing security alerts.

THREATS EVOLVE FASTER THAN REMEDIES

When attackers change course, organizations 
struggle to identify vulnerabilities, patch 
systems or reconfigure security tools before 
crisis strikes.

FINDING CYBERSECURITY TALENT IS DIFFICULT

Building a full security team in-house is a 
substantial investment of both time and 
money that many organizations are unable to 
pursue.

THE 
CHALLENGES
W H A T  W E ’ V E  S E E N



INCIDENT LOCATIONS

covering 30 states



TOP INCIDENT TYPES

Ransomware, 70%

BEC, 20%

Fraud Investigation, 2%

Exchange Compromise, 2%

Unauthorized Access, 1%

Web Configuration, 1%

Other, 4%

The top two incident types we 
responded to in Q3 were 
Ransomware at 69.72% and 
Business Email Compromise 
(BEC) at 19.72%.



TOP ROOT POINTS 
OF COMPROMISE VPN

19.28%Managed 
Service
14.46%

Microsoft 
Exchange Server

28.92%

Remote 
Desktop 

Protocol (RDP)
13.25%

Firewall
4.52%

Email 
Compromise

13.25%

Cold-
Fusion
1.2%

Router
1.2%

Web 
Apps
2.41%

Adaptive 
Security

1.2%
• Microsoft Exchange Servers (28.92%) and 

RDP (13.25%) are well-known vulnerabilities 

in the security profession, but still made up 

over 40% of Tetra’s Q3 attacks.

• Managed Service Providers 

was uncharacteristically high 

at 14.46% due to cases from 

REvil's attack on Kaseya in 

July



SYTE MyCyber Platform



SYTE MyCyber Overview
A tool to simply manage your progress 
towards better cybersecurity

Cyber Hygiene Projects

Built-in Scanning Services

Help At The Ready

Pre-built projects by security experts, 
prioritized to achieve the greatest security 
impact and insurance risk, guiding 
organizations above the cybersecurity poverty 
line.

Regular external vulnerability scans, layered 
with proprietary TetraLive imminent threat 
data, provide IT teams with framework to 
identify and mitigate the most current and 
active threats.

Need help maintaining your security? Access 
to Tetra Defense's security team is a click away 
through its vCISO and Essentials programs 
(note: both programs require additional SoW and 
contract)



SYTE MyCyber

• Tetra Top 10 Hygiene Projects – built to
address common insurance underwriting
criteria, organizations can qualify for cyber
insurance and strengthen coverage options
with basic cyber hygiene success

• Project Management Toolset – step-by-step
phases and tasks, pre-built in a project
management system to ease implementation

MyCyber

Basic Cyber Hygiene Projects
Pre-built projects by security experts,
prioritized to achieve the greatest security
impact and reduce insurance risk, guiding
organizations above the cybersecurity
poverty line.



SYTE MyCyber

• Tetra’s Expanded Attack Surface allows you to add 
various IP addresses and domains to gain greater 
visibility into your vulnerabilities

• Best-of-breed external vulnerability scanner reviews your 
Attack Surface for over 50,000 Critical Vulnerability & 
Exposures(CVEs).

• TetraLive Threat Intel reviews your attack surface against 
the most active root points of compromise we see 
during our incident response cases. 

• Imminent vulnerability results separate top threats to 
guide prioritization, coupled with step-by-step 
remediation tasks to make scans actionable

MyCyber

Katherine’s & Company

Imminent Threat Remediation
Recurring external vulnerability scans,
layered with proprietary TetraLive imminent
threat data, provide IT teams with a
framework to identify and mitigate the most
current and active threats.



What is MyCyber?

MyCyber is not:MyCyber is:

A self-service tool for ISD and District IT leaders, applicable 
technology partners (ex. MSPs) and SET SEG to: 

• Identify and remediate imminent external vulnerabilities
• Customize and manage security projects

• Reduce learning and operational interruptions caused by cyber attacks
• Improve cyber insurance qualification
• Improve securing more favorable cyber insurance coverage and pricing 

terms

• A tool for insurance carriers to rate your risk or 
determine pricing and/or coverage terms.

• A tool for teachers, staff, administrators, students, or 
parents to learn about cyber security or interact with 
cyber initiatives.



Login Instructions



ORGANIZATION NAME*

REGISTRATION EMAIL 
CONFIRMATION

PASSWORD & 
SECURITY 

QUESTIONS

MULTI-FACTOR 
AUTHENTICATION

LAUNCH 
ACCESS!

SYTE – MyCyber
Account activation & logging in – Secure access for 
you and your team members

Pick one of the options and follow 
the prompts to set up

Hello! 

Thank you for registering with SYTE by Tetra Defense to begin improving your 
cyber security posture.  



Feedback / Next Steps



Create your MyCyber account and 

review the Quick Reference Guide if you 

have any questions.

Watch for Registration email from SET SEG 

(including MyCyber access and Quick Reference 

Guide) to be sent within 24 hours of today's 

session.

Dive into the platform; run your first scan, 

identify imminent threats, expand your attack 

surface, and familiarize yourself with the 

hygiene projects.

Share feedback with SET SEG and Tetra!

NEXT STEPS

mycyber@tetradefense.com

mailto:mycyber@tetradefense.com

